CENTURYLINK® ADAPTIVE THREAT INTELLIGENCE SERVICE
SEE MORE. STOP MORE.SV

The number and variety of threats to your business'’s data and infrastructure are constantly increasing, and the
sheer quantity of threat data being generated means the classic methods of observing and reporting are no
longer enough to keep up.

Threat intelligence can't just mean a stack of malicious |IP Addresses piled on your desk anymore or expensive
boxes piled in your network. It can't mean more work. Actionable threat intelligence means that indicators

of compromise (I0OCs) to your network are automatically identified and prioritized for you in an easy-to-use
portal or in your security information event management system (SIEM). With the CenturyLink Adaptive Threat
Intelligence service, your communications with suspected bad actors are presented in a clean, actionable
way, supported by expert staff. \We manage threat correlation for our customers, saving you precious time and
unneeded expense. The CenturyLink Adaptive Threat Intelligence service does the work for you, so you can
focus on acting on threats, instead of digging for them.

Business Solutions

Security costs are rising and an overwhelming amount of data makes it difficult to determine what information is

truly relevant and actionable. The CenturyLink Adaptive Threat Intelligence service correlates actual threat data
communications, allowing your security team to quickly and accurately observe and act on any incoming threats to your
company.

Without CenturyLink

* No expensive on-site equipment or installation

¢ No long development cycles or difficult integration

e Threat correlation provided by CenturyLink Communications, the work done for you

e A team of experts supporting you, saving the challenge and expense of hiring your own

e Streamlined, actionable data means you spend less time investigating, and more time acting against threats
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*Forrester, Martin Whitworth, " Cybersecurity Budgets Remain Strong, Skills Lag in 2016," March 24, 2016.



Technical Features / Capabilities

e QOur Adaptive Threat Intelligence service leverages
CenturyLink's team of experts, Threat Research Labs,
and global network reach to monitor and analyze traffic
to provide interactive and actionable threat data.

e Monitoring your traffic as it passes through
CenturyLink infrastructure based on sampled network
analysis

e Correlation of traffic against known malicious
communication utilizing CenturyLink proprietary
analysis and threat data

e Near real-time, customizable alerting for high-risk events

e Access to near real-time portal-based or SIEM
reporting and analytics capabilities utilizing event data

Features:

e Portal provides actionable, automated, and context-
rich reports

e 24/7 global Security Operations Center expert support

e Feeds to your Security Information and Event
Management (SIEM)

e Historical views
Flexible Feature Options.

Available in enhanced and premium feature packages. We
offer CenturyLink® Professional Services engagements as
an optional add-on.

Pricing Model.

Pricing is based on three tiers for the amount of IP
address space monitored and the service option
purchased (Enhanced/Premium).

Why Choose CenturyLink for Adaptive
Threat Intelligence Services?

Evolving Expansive View and Expertise: CenturyLink’s
Threat Research Labs combine with our global view

into attack traffic to provide sophisticated analytics

and analysis that evolves as attacks change in form,
complexity and volume.

Cost and Operational Efficiencies: Portal/SIEM
implementation reduces need for technology deployment
and maintenance, while at the same time provides near
real-time interactive customerdata-driven visualizations
and customizable alerts.

Actionable Threat Intelligence: Tracks two-way
communications to help defend against cyber threats.

Provides insights on attack patterns so you can research
geographic trends, as well as review victim and
successful attacker profiles.

Leveraging the power and knowledge of
CenturyLink® Threat Research Labs, the
CenturyLink Adaptive Threat Intelligence service
provides data you can act on at a moment’s
notice, and in near real-time.

Call 1.877.453.8353 | Click centurylink.com | Email info@centurylink.com
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